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The insider threat

Definition

An „Insider“ is a person who exploits, or has

intention to exploit, their role for unauthorized

purposes.
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The Insider Threat

Risks arising from:

employees working in or for the aviation

sector

whose roles provide them with privileged

access to secured location or sensitive

information

who therefore have potential tactical

advantage in perpetrating acts of unlawful

interference.
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Insider activities

Espionage

Terrorism

Security compromise

Theft properties

Sabotage

Information theft
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Methods of attack

Sabotage or damage to assets or

infrastructures

Facilitation of unauthorized third-party access

Unauthorized disclosure of data or

information

Theft or even financial corruption
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Vulnerability to Insiders
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Lockerbie

PanAm flight 103

21th December 1988

270 victims



Vulnerability to insiders
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Metrojet
September 2015

Sharm el Sheikh

radical islamists

224 victims



Vulnerability to insiders
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Daallo Airlines 
Februar 2016

Mogadishu, Somalia



Vulnerability to insiders
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Rajib Karim
2010

Newcastle (UK) based BA

employee was in contact

with now-deceased AQ

leader Anwar al Awlaki.

Offered to use his expertise

as a software engineer

to attack systems.



Risk mitigation
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Recruitment and detection

Background check

Physical measures

Personnel security measures



Thank you for your attention! 


